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Section 1: Installation and Set Up

1.1 The Secure Shift Station

The Secure Shift station consists of a station keypad display and an integrated insertion encoder.
Designed for use with SAFLOK System 6000™, it can be located anywhere a network connection is
available. Employees with Master-level keycards use the station to reauthorize their keycards at the
beginning of each shift to gain access to rooms.

The Secure Shift station, like the SAFLOK MT™, 4desé®, and Quantum™ MT™ locks, works with both
magstripe and memory keycards. Memory keycards can be interrogated to determine the rooms in which
they were used and generate lock maintenance reports.

1.2 Installation Outline

This section outlines the Secure Shift installation process. Each step must be completed for the system to
operate properly.

1. When the equipment arrives, check the packing slips to make sure all the equipment was received.
Refer to the following section for detailed installation instructions.

2. Once the Secure Shift station is set up, it should immediately receive the system date, time, and
Daylight Saving Time (DST) information from the SAFLOK server via the network.

Note: The Secure Shift station must have the correct property number, date, and time before use.

3. Determine which employees will use the Secure Shift station and add them as staff members in the
SAFLOK System 6000 Client software (refer to Section 1.5 in this manual).

4. Assign each staff member the appropriate Master-level keycard (refer to Section 1.6 in this manual).

Note: If your property’s SAFLOK keycard design is not configured for Secure Shift, contact SAFLOK
Technical Support to make the appropriate design changes for the Secure Shift station to function.

5. Enter the administrative PIN and the Stand-Alone mode PIN in the System 6000 Client software
(refer to Section 1.7 in this manual).

6. Train employees on the use of the Secure Shift station.
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Section 1: Installation and Set Up

1.3 Installing the Secure Shift Station

Important: If your property’s SAFLOK keycard design is not configured for Secure Shift, contact SAFLOK
Technical Support to make the appropriate design changes for the Secure Shift station to function.

The Secure Shift station is intended for use in secure locations at the property (e.g., the security office,
housekeeping manager’s office, etc.). It is designed to reauthorize Master keycards and perform certain
system maintenance functions. The station equipment consists of the following items:

e Secure Shift Station
o Power Adapter
e Secure Shift Manual

1. Plug the power adaptor into the POWER port on the back of the Secure Shift station.

2. For Network mode only: Plug in the CAT-5 cable to the NETWORK port on the back of the Secure
Shift station.

3. Make sure the Secure Shift station is mounted securely.
4. Plug the power supply for the Secure Shift station into a wall socket.

5. You must have the SAFLOK CRS and IRS (version 3.00 or greater) running on the SAFLOK server
for the Secure Shift station to operate in Network mode.

Note: Add a new user with an interface password of 250 to the SAFLOK Client program. Refer to the
System 6000 Manual for additional information on adding users and interface passwords.

usB RS232 NETWORK POWER
: *
/ f—

Note: The USB and RS232 NETWORK POWER
ports are reserved for future Port Port
use. They cannot be used to
connect the Secure Shift
station to a computer.

© SAFLOK WL 3/13/2008
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1.4 Adding the Secure Shift Station to the Network

The Secure Shift station set-up is very similar to setting up a TCP/IP encoder in the System 6000
software. First, make sure the Secure Shift station is connected to power and the network (see the

previous section in this manual).

1. Open the CRS program at any computer
on the network. A Secure Shift station can
be added from any computer's CRS
because it is not directly connected to the
computer.

2. Click on File and Logon. The Logon PC

dialog box will appear. Type in the User ID

and Password and click OK.

3. Click on the Settings tab, then click the
Add button under “Station ID assignments
for entire Saflok System.”

e Type in the two-character Station ID#.

o The Port will default to 5264 and should
not be changed.

e The Encoder IP Address will appear
without the last three digits. Type in the
last three digits to assign the IP address
to the encoder.

Note: Contact your IT department to obtain an
IP address.

e Click the Advanced button to continue.

Note: The Station ID cannot exceed two characters.

4. Type in the MAC Address. The MAC address is found on

Com Regquest Server

JSER LOGON

Usger D Pagsward

XK Cancel |

Com Reque.si.iéeﬂ-ver

File Help

Status  Settings

r—Station |0 aszignments for thiz computer

Network Station - Add Mode

Machine Name: |<NEW ENTRY>
Station |D: I'I
Faort; |5254

L Encoder IP Address: |‘:W_ﬂ_ 192 " Test For Encader |

X Carcel |
Advanced >|

T lililaksl T
DaN SAFLOKOZ 1
Time MIKES 100

Edit | *3 Delete |

(¥ Refresh |

-

I Automatic Logon Check

MAC Address

the bottom of the Secure Shift station. If the MAC address is

not available, click Find All and the screen will display all the

TCP/IP devices connected to the network.

© SAFLOK

IP &ddress

L

i [oi7_43 192

mms econds To Listen

Network Encoder Configuration

Awallable network encoders

&3 Find &l | Canfigure |

i LCloze |

Ready
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Section 1: Installation and Set Up

Adding the Secure Shift Station to the Network (continued)

5. Double click on the MAC address when it appears on  FEEGE_—cGr = —
the screen, and it will move it up to the MAC Address Sduildalonant

input line. Click Configure to send the information to MAC Address

the Secure Shift station. |E_-ﬂl-[ﬂ-[ﬁl-w-ﬂ
IP Address
|m_m 48 192

|5 3" Seconds To Listen

Available network, encoders

&% Find Al | Egnfigurel B Clos= |

Ready

Metwork Encode

6. When Secure Shift station receives the information,

the “Encoder accepted command!” message will BRI G e

appear. Click OK. h BB BB R
|E sddress
[EEIEREE

N snok ors ]

Encaoder accepted cammand! —

7. Reset the power to the Secure Shift station for Z2 Erd | o I Cinee |

changes to take effect. Click Close to continue.

[Eanrtiauiag...
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Section 1: Installation and Set Up

Adding the Secure Shift Station to the Network (continued)

8. At the Network Station-Add Mode PC Network Station - Add Mode
dialog box, click Test For Encoder.

Device Tesk

9. Click OK at the Device Test PC dialog box.

Network Station - Add Mode

10. Click OK to add the Station ID to system.
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Section 1: Installation and Set Up

Adding the Secure Shift Station to the Network (continued)

11.

12.

Now the Station ID will appear in the Com Request Server (MIKES)
assignments for the entire SAFLOK il 130

System and can be added or changed in Status  Seltings

the CRS at any computer on the network. [~Station ID sssignments for this computer

Station 10| Port Encoder Baud LPl Baud | Driver Name

% Add | 15 Edit | *5 Delete

- Station ID assignments for the entire Saflok System

|P &ddress

Machine Mame

1o HRHSAFLOK 2
15 HRH45 2
16 HRHSAFLOKO 1
20 HRH42 1
a0 HREH44 1

Ed | +3 Delete | & Retresh |

I Automatic Logan Check

Be sure that the Secure Shift station is connected to power and the network (refer to the previous

section) and press any key on the numeric keypad to start the program. The Secure Shift station will

display the following screen:

| Tiry in]g T o |
C‘onnect‘ To‘ Ho‘st

e The station should begin communicating with the SAFLOK System 6000 server right away. If the

station is communicating, the insertion encoder’s blue and green RS232 Link (LNK) lights and the
blue TCP/IP Link (LNK) light will illuminate (the lights will be solid, not flashing). If the SAFLOK
server is found, the following screen will appear and you will be ready to add Staff Members.

\ E\nte\r P\IN \ \

| e <] | ]

If the SAFLOK server cannot be found, the following error message will appear.

‘Can“t ‘Fin‘d H‘ost

| Cchleclk| Nelt wolr k| |

Press any key and the unit will allow you to try again. Check all network connections and repeat
this procedure.

‘ Re‘try‘ Li‘nku‘p? ‘
‘ l.‘ Ye‘s 0‘. N‘O ‘
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Section 1: Installation and Set Up

1.5 Adding Staff Members in System 6000 Client Software

In order for an employee to use the Secure Shift station, they must be added as a staff member in the
SAFLOK System 6000 Client software. Once the Secure Shift feature is activated in the design, all
affected levels will be require the user to select a staff member when making those Master keycards.

1. Open the SAFLOK Client program. The Logon PC -_
dialog box will automatically appear. Type in the Saflok Client Program )
User ID and Password and click OK.

.

USER LOGAOM
UsgerID FPazzword
Il I X Cancel |

i ~& Saflok Client SAFLOK PERSON is logged on - |E||1|
2. CI'Ck on the SyStemS tab Fle Functions Help

Keys Locks

Beports

3. Click on the Users & o 2 o
AuthOl’izatiOHS function bOX. Users & Autharizations Terminal Settings System Settings

Select Users, Groups, or Staff

4. Atthe Select Users, Groups, or Staff PC dialog
box, select Staff Members, then click OK. ~Make & Selection

) Users

7 Authanzation Groups

© SAFLOK WL 3/13/2008



Secure Shift® Operations Manual

Pg. 10 of 43

Section 1: Installation and Set Up

Adding Staff Members in System 6000 Client Software (continued)

5. At the Staff PC dialog box, click on
Add to add a new Staff Member.

Note: At this screen, Edit is used to
make changes to an existing staff
member. Delete is used to delete staff
members.

6. Enter the person’s Last Name, First
Name, Middle Name, and PIN. The
PIN is what the Staff Member will
need to use the Secure Shift station.

7. Click OK to continue.

Note: DO NOT check the “Keycard
Update Blocked” box. If checked, the
staff member will not be able to use the
Secure Shift station to reauthorize their
keys. This box may be checked in the
future if management wants to prevent a
staff member from using the Secure Shift
station.

© SAFLOK

Firgt Marme Middle Name

B oz |

<ipelete |

Hea |

staff Member

Fs

|F‘EFISI:IM

X Cancel

[musst be 4 ta 10 digits)

Fiist Mame

|&

Middia Name
[SAFLOK

[~ KeyCard Update Blocked

Lazt Login: Meves
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1.6 Assigning Staff Members to Master Keys

Once staff members are added, a Master keycard must be created and assigned to each employee.

1. Open the SAFLOK Client program. The Logon PC
dialog box will automatically appear. Type in the User
ID and Password and click OK.

~% Saflok Client
File Functions Help

2. Click on the Keys tab.

Keys

Y

3. Click on the Make User Keys function Mk User Kays

box.

Y

Interrogate User Key

SAFLOK PERSON is logged on

LOGON

Saflok Client Program

USER LOGOM

Password
Il x LCancel |

=10l x|

Locks I Beparts I

Safldk

System

? g
Make Status Keys

Make Display Keys

L

Make Paging keys

4. Select the Master-level keycard you Select Key To Make x|
wish to make. Key Gieup Level 5 -
|HOUSEKEERING =] KepType MaSTER Safkm
Kayp Function
5. For the Key Make Mode, select New or  [warestanperprer =]
Duplicate. = = Mods
p :\?’::; % dr‘ Duplicate Encoder Stalicm:|1— @l
e Select New to make a new keycard if ey R e @
this is the first keycard for that level. If Tupche name of the ben:
[MOUSEREEFNG 55 |
you choose to make a new keycard, all R— — Difa
other keycards for that level will be e

inhibited.

e Select Duplicate to create an
additional keycard or a replacement
key for that level. Existing keycards will

DiatesTime the key should EXPIRE: [ 05716/ 2007 = | AtEnd Of Shit

Indicate the Starting and Ending D ady [SHIFT) hours the key should wark:

Statting | 11:539 P [HH:MM &MFM] Ending | 11:59 PM
X Cancel | =t Heol I Mewt == | < ke ey

not be inhibited.
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Assigning Staff Members to Master Keys (continued)

6. At the Additional Information PC dialog box,
click on the Staff List icon to the right of the
“Keycard Will Be used By” fields.

7. At the Staff Selection PC dialog box, click on
the appropriate staff member to assign to the
keycard, then click OK.

Additional Information

Key Group: INDIVIDUAL MASTER ke Mame: 1

Function: MAKE STAMDARD KEY

Days the key wil NOT woak: Last Name/Dept. Fiist Name
Cswm [ Thu Key wil be used By | |
I Mon [ Fii
I~ Tue I sat
I™ wed
BAMAD DY

Date/Time the key sheuld EXPIRE:[10/16/ 2006 ~ | AtEnd Of Shift

Indicate the Starting and Ending Daily [SHIFT) hous the key should wark;

Stating | 11:59 FM [HH:MM AMPM) Ending [ 11:53 PM

¥ Dpening Key

I~ Send Key to File
I =3

Will all of the keys have the same additional information? & Yes  Ng

X Corcel | |[ & bake ey I

o e

Stalff Selection

Select the Staff Member

8. The Additional Information PC dialog box Key Group: INDIVIDUAL MASTER Key Name: 113 b

will now display the staff member you s ANy .

selected. Change any settings (e.g., e s bsiasios [omo——

invalid days and shift times), then click B

on Make Key. I wed

MB/DD AN
Date/Time the key should EXPIRE: [ 10/ 18/ 2005 | At End OF Shit

No_te: N.eW Mastgr keycards with Sec_ure_ Indicate the Starting and Ending Daily (SHIFT] hours the key should wark:
Shift activated will have a default expiration Stating [11:59 PM | (HHIMMAMPM]  Ending [11.59 PN
of one day greater than the current date in ¥ Opening Key
the computer. It is recommended that the _
default expiration be left at one day. After the ;_ Serds e o
initial expiration assigned to the keycard has
passed, the keycard W|” be e||g|b|e for Will all of the keys have the same additional information? * Yes  Ho
reauthorizing at the Secure Shift station. Xconeel | <epak | oo | o Makekey |

© SAFLOK
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1.7 Adding the Admin and Stand-Alone PIN

1. Open the SAFLOK Client program. The Logon PC CETEEN——

dialog box will automatically appear. Type in the User Saflok Client Program

ID and Password and click OK.

2. Click on the System tab.

3. Click on the System Settings function
box.

4. At the Property Settings PC dialog box,
click on the Secure Shift tab. Type the
Admin PIN and the Stand-Alone User
PIN, then click OK.

Note: The passwords shown in this example
are the default values.

© SAFLOK

USER LOGOM
UsgerlD Fazzword
Il x LCancel |

~cSaflok Client  SAFLOK PERSON is logged on (=3}
File Functions Help

Keys Locks

Bepoits

&M
Users & Authorizations Terminal Settings System Settings

Property Settings

GuestKeyI Special Key | Pre-Registration | Communication | Miscellaneous  Secure Shift

Admin Password: |358?
User Passward: |2153

X Carcel | (D DsT |
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Section 2: Using the Secure Shift Station

2.1 Entering Information on the Secure Shift Station Keypad

The Secure Shift station keypad is shown below. Only Numeric characters are allowed for personal
identification numbers (PINs). When a key is pressed, the station will beep to indicate that the button

press registered.

(e
5@

GDB. e

The 0-9 keys are used to enter numbers for input fields. If the
cursor is on a menu field or screen, you can enter the number
of the menu item instead of scrolling with the arrow keys.

The ARROW keys are used to move the cursor from one
input field to another. If the cursor is on a menu field, it will
move the cursor up or down through the menu items.

The ESC key is used to re-enter an input field or to move to
the previous input field in a menu. This button can be used if
a mistake is made while entering the information.

The cursor will move to the beginning of the field and allow
the user to re-enter the information. When the user begins
entering the new information, the old information will
disappear. The cursor will move one character to the left and
allow the user to re-enter the characters.

It is also used to abort a function before it is completed. For
certain transaction functions, the station screen may return to
a previous menu screen allowing the user to select another
menu item. If you are ever in doubt about whether to
continue, press ESC until you can start over. The ESC key is
also used to return to the Sign On station screen.

The ENTER key is used to end the input of a field and go to the next input field. If a menu item is
displayed, it selects the menu item the cursor is on and goes to the next input field. If there are no more
input fields, the station will go on to the next screen.

© SAFLOK
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2.2 Entering Input Information and Menu Selections

There are two ways in which information or selections are entered into the Secure Shift station. For the
most part, the station screen will prompt you to enter the appropriate information. You may choose to
move the cursor to the selection and press ENTER, or you may press the numeric key that corresponds
to the selection.

Entering Input Field Information

Input fields require the user to type in the information needed. After entering the numbers, the user would
press ENTER.

Selecting Menu Field Items

The station displays menus for input, allowing you to select what you would like to do. In some cases,
only one or two lines of the menu can be displayed on the screen. In these instances, use the ARROW
keys to scroll through the menu.

Each menu item has a number in front of it. If you are familiar with the menu, you can simply press the

NUMBER key, and the cursor will immediately go to and display that selection. Once the cursor is on the
desired selection, press ENTER.

© SAFLOK WL 3/13/2008
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Section 2: Using the Secure Shift Station

2.3 The PIN and Sign On Screens

The PIN Screen

If the PIN station screen is displayed, type your four-digit PIN, and then press ENTER.

| Ent el PII N | |

| > < |

The Admin PIN Screen

At the PIN/Sign On station screen, press the # key four times (# # # #), and then press ENTER. At the
Enter Admin PIN station screen, enter your four-digit Admin PIN, and then press ENTER.

Note: The Admin PIN station screen is used to access the Admin menu.

\Ent\er \Adm\i n \PI N\
| >> | |<< |

The Secure Shift Admin Menu

The Admin Menu is used to access the administrative functions. Listed below are the functions that can
be performed through the Admin Menu. (Refer to Section 4 for more information on the Admin Menu
selections.)

Admin Menu Selections
1. Display Version

2. Set User Pwd

3. Set Admin Pwd

4. Select Mode

5. Display Time

6. Set Date/Time

7. Set Property#

Note: Not all menu options are available in all modes.

© SAFLOK WL 3/13/2008
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Section 2: Using the Secure Shift Station

2.4 Using the Insertion Encoder

The Secure Shift station features an integrated insertion encoder. When the encoder is ready for a
keycard to be inserted, the Secure Shift station screen will display the following message:

P\Iease\lns\ert\
Ke‘ycard ‘To ‘Rea‘d

1. When the encoder is ready to receive a keycard, a solid green
light will illuminate around the insertion slot.

2. Insert the keycard with the arrow pointing in and the magstripe
facing down. If a memory keycard is used, insert the keycard
with the arrow pointing in and memory chip facing up.

3. Hold the keycard securely in the encoder until the green lights
around the insertion slot flash. The encoder will time out if a
keycard is not inserted within 10 to 15 seconds.

© SAFLOK WL 3/13/2008
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Section 2: Using the Secure Shift Station

2.5 Troubleshooting the Insert Encoder

If the unit is unable to encode the keycard properly, the red lights around the encoder’s insertion slot will
continuously flash, and the Secure Shift station screen will display an error message.

Important: Never use a keycard that has received an error because it will not work in any lock.

If a keycard is not inserted within 10-15 seconds, the Secure Shift station screen will display the following:

E\rror R\ead\ing\
‘ Keyc‘ard‘ ‘

e Totry again, press 1 for Yes. If you press 0 for No, the station to return to the PIN/Sign On station
screen.

e If a keycard is inserted incorrectly, the red light around the insertion area of the station will
continuously flash and the Secure Shift station screen will display the following:

e Do NOT use a keycard that received an error. To try again, press 1 to get the READ KEYCARD
station screen. Then re-insert the keycard correctly.

Note: When cleaning the encoder, this error screen will appear because the encoder cannot write or read
a cleaning key.

¢ If the encoder was unable to write the keycard properly, the red light around the encoder’s insertion
slot will continuously flash. The station will beep and will display the following:

Do NOT use a keycard that receives an error. To try the keycard again, press 1 to get the READ
KEYCARD screen, then insert the keycard again. If the encoder continues to error, clean it using the
cleaning keycard or blow out the encoder slot with compressed air.

© SAFLOK WL 3/13/2008
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2.6 Cleaning the Insertion Encoder

The insertion encoder should be cleaned once a week or any time it begins producing a number of errors.
Use the special cleaning keycard provided by SAFLOK to clean the encoder. Also, compressed air or an
air compressor can be used to blow the dust out of the encoding slot.

Important: ONLY USE CLEANING KEYCARDS PROVIDED BY SAFLOK. Using other cleaning
keycards may damage the encoder.

1. Open the pouch and remove the cleaning keycard.

N

Insert and remove the cleaning keycard several times.

3. If the cleaning keycard appears very dirty, repeat step 2.

B

If available, spray compressed air down the insertion slot to blow out any dust or debris.

© SAFLOK WL 3/13/2008
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Section 3: Staff Keycards

3.1 Issuing and Controlling Master Keycards

The Secure Shift station will reauthorize Master-level keycards. A Master keycard is typically authorized
to operate in a group of locks per the specifications of the property. Depending on the property's keycard
design, there may be more than one Master keycard for each level to work in a different group of locks
and other locks that will not have a Master keycard for one or more levels.

Examples of typical Master keycards are Section keys, Floor keycards, Building Master keycards, Wing
Master keycards, Inhibit keycards, and Grand Master keycards.

Note: If your property’s SAFLOK keycard design is not configured for Secure Shift, contact SAFLOK
Technical Support to make the appropriate design changes for the Secure Shift station to function.

Keycard Numbers

When the property keycard design was created, keycard numbers were assigned to each of the Master
keycards in the design. For instance, there may be several Section keys. One could have a keycard
number 11 and work in rooms 100 through 125; another could have keycard number 12 and work in
rooms 126 through 150. The keycard number is important for the following reasons:

o When a lock is interrogated, the keycard number will be printed.

o When there are more than one keycard for a Master level (such as several different Section
keycards), it is important to write the keycard number on the keycard so employees will know in
which rooms it will work.

ID Numbers

When Master keycards are made, the computer system automatically assigns a unique ID number
between 1 and 255 to the key. For instance, if there are four copies of a Grand Master keycard (one for
each person who needs one) they will have ID numbers 1, 2, 3 and 4. When new keycards are made, the
computer begins with ID number 1. The ID number is important for the following reasons:

¢ When a lock is interrogated, the particular ID number used will be printed. This allows management

to determine who entered the room.
e If a worn out keycard needs to be replaced, the ID number must be entered to duplicate the keycard.

Expiration

When Master keycards are made for use with Secure Shift, the expiration should be the next day.

© SAFLOK WL 3/13/2008
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Issuing and Controlling Master Keycards (continued)

Establishing Master Keycard Control Sheets

A Master keycard control sheet, which includes the information below should be used. This is important to
track to be able to identify who used a master keycard if a lock is interrogated. It will also help to know
whose keycards must be replaced when new keycards are made.

Master level (Section, Floor, etc.)

Keycard number

ID number

The name of the person or department that was given the key

Sign out and sign in times (if keycards are signed out by different people)

When a worn out Master keycard needs to be replaced, the key's ID number can be verified using the
control form. When new keycards are made, the Master keycard control form can be used to determine
the number of keycards to make. When a lock is interrogated, the control sheets can be used to match
the level, keycard number and ID number with the person it was assigned to.

Labeling Master Keycards

In order to be able to identify a Master keycard after it is made, the keycards can be marked with the level
(Section, Floor, etc.), key number, and ID number. Permanent marker, labels, or another suitable marking
device can be used.

If labels are used, do not put them on the keycards until after the keycard is encoded and be sure to
apply them to the lower half of the keycard. This is important to ensure the label cannot get stuck in the
lock and will not interfere with encoding.

If using a permanent marker, the keycards can be marked before they are encoded. Write on the top half
of the keycard so that the marking will not wear off. If writing on the bottom half of the keycard, cover the
writing with clear tape. If tape is used, always write on the bottom half of the keycard so the tape will not

interfere when the keycard is inserted in the locks.

If holes will be punched in the keycard to use it on a keycard ring, put the hole in the lower portion of the
card.

Signing Out Master Keycards

If any employees or vendors will sign out Master keycards, be sure to establish a control sheet and
procedures to ensure there is a record of who had access to the rooms. Management may also want the
person to sign their name or initials. The keycards used for signing out should be different than the ones
permanently assigned to employees. In other words, they should have their own ID number so there is no
possibility of confusing who had the keycard at any time. When a lock is interrogated, the control sheet
can be used to determine who had the keycard at that time.
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3.2 Replacing Master Keycards

Replacing Damaged Master Keycards

If a damaged, worn out or expired Master keycard needs to be replaced, ALWAYS MAKE A DUPLICATE
KEYCARD from the SAFLOK Client program. Secure Shift CANNOT be used to replace keycards that
are damaged or worn.

Once the keycards are made, destroy any original keycards so that there is no possibility they could be
used in any locks. Distribute the new keycards to the appropriate people. It is not necessary to use the
keycards in the locks because they are duplicates of the original keycards.

Note: If a new keycard is made, it would cancel out all other keycard IDs for that Master keycard number
when it is used in the locks.

Replacing Lost or Stolen Master Keycards

If a Master keycard is lost or stolen, it should immediately be canceled using the “Cancel a Keycard ID”
function. This function needs to be performed from the SAFLOK System 6000 Client program. Secure
Shift CANNOT be used to make a “Cancel a Keycard ID” keycard.

Important: The “Cancel a Keycard ID” keycard will need to be used in all the locks it is assigned to. This
will cancel out the lost or stolen keycard ID so it will no longer work.

Periodically Replacing Existing Master Keycards with a New Sequence

Periodically, some properties replace all Master-level keycards with new keycards. To do this, make new
keycards from the SAFLOK System 6000 Client program. Collect all old keycards from each employee.

Once the new keycards are made, use one of the new keycards in all the locks they operate to introduce
the new code to the locks and insure all the lock have the same code in their memory.
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3.3 Reauthorizing Master Keycards (MAGSTRIPE KEY)

Secure Shift will not reauthorize a current keycard if the expiration on the keycard is more than 30 days
past. The instructions to reauthorize a magstripe keycard are as follows:

1. At the PIN/Sign On station screen, enter your four-digit PIN and press ENTER.

\ E\nte\r P\IN \ \

| >> | << |
2. The station screen will prompt to insert a keycard.

P\Ieas‘e \Ins\ert\

Ke‘ycard ‘To ‘Rea‘d

3. The station screen will now prompt to remove the keycard.

4. The station will communicate with SAFLOK System 6000 and the station screen below will prompt
you to insert a keycard when the keycard slot green lights are illuminated.

_Klelyclajpd wr it e |

Wa‘s Su‘cce‘ssf‘ul ‘

5. After the keycard is inserted, wait for the green lights around the keycard slot to flash, and then
remove the keycard when the “Please Remove Keycard” station screen appears.

\PIe\ase\Re\mov\e \
| Kelycarl | |

Note: If the station times out at any point after Step 4, the transaction will end. The screen will return to
the PIN/Sign On station screen.
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3.4 Reauthorizing Master Keycards (SMART or MEMORY KEY)

Secure Shift will not reauthorize a current keycard if the expiration on the keycard is more than 30 days
past. The instructions to reauthorize a Smart or Memory keycard are as follows:

1. At the PIN/Sign On station screen, enter the four-digit PIN and press ENTER.

Ent el PII N | |

|
| > < |

2. The station screen will prompt to insert a keycard.

P\Ieas‘e \Ins\ert\
‘Rea‘d

Ke‘ycard ‘To

3. The station will communicate with System 6000, and the station screen below will prompt you to
leave the keycard inside the keycard slot.

\Please\ Le\ave\
K‘eycard‘ Se‘ate‘d

4. Wait for the green lights around the keycard slot to flash, and then remove the keycard.

R‘e mjio|v e ‘K e y‘c a r‘d

Fll aslhilnlg

Note: When using memory keys, Secure Shift will automatically store keycard logs for viewing through
the SAFLOK Client program. Instructions to view keycard logs are found in Section 3.6.

‘Ke‘yca‘rd ‘Wri‘te ‘

‘Wa‘s S‘ucc‘ess‘ful‘

Note: If the station times out at any point after step 4, the transaction will end. The station will return to
the PIN/Sign On station screen.
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3.5 Memory Card Information
When a memory-chip keycard is encoded to function as any type of Master key, records of the locks in

which the keycard was used in are stored on the chip. The uses of the keycard and additional keycard
information can be printed at any time to view the keycards activity.

Required Equipment
1. SAFLOK System 6000 with memory-chip keycard encoder

2. SAFLOK memory-chip keycards
3. Locks with memory-chip keycard readers

About Memory-chip Keycards

Memory-chip size Record of Uses Part #
(bits)

2KB 24 10390-Color
8KB 118 10380-Color
64KB 1014 10370-Color
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3.6 Reading Key Logs in SAFLOK Client
(Smart/Memory Keycards only)

1. Open the SAFLOK Client program. The Logon PC loson

dialog box will automatically appear. Type in the User Saflok Client Program
ID and Password and click OK.
.

USER LOGAOM
User D Password
Il X Cancel |

. ~cSaflok Client  SAFLOK PERSON is lagged on =
2. Click on the System tab. s=p——
Kope Locks T
Sa
3. Click on the Users & Authorizations £ £ ]
fu nctlon bOX Users & Authorizations Terminal Seftings Syetem Settings

_ ~o)x]
4. Select Staff Members, then click OK.
Make & Selection
" Users
i © Authorization Groups
Users & Authosizstians System Settings
o 0K XK Cancel |
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Reading Key Logs in SAFLOK Client (continued)
(Smart/Memory Keycards only)

5. Click on the staff member to view
and click on Edit.

6. The Staff Member PC dialog box
will appear. Click on Assighed
Keys.

7. The Screen above will appear
listing the keycards assigned to
this user. Select the keycard to
view and click on Key Logs.

© SAFLOK

== Saflok Client
File  Functions  Help

Keys |

SAFLOK PERSON Is logged on -

Hiddle Name

Users &

Staff Member

X Carcel |

PIN:
]9&99

[musst be 4 bo 10 digits)

Lazt Mame
PERSON

First Mame
|THE

Middle MName
|5r’-‘«.FLDK

I Key Card Update Blocked

% Azzigned Keys [

Lagt Login: 1041942008 10:11 &M

Assigned Keys For: PERSON. THE SAFLDK

| Key Mame

K.ey Group | stae | tssigred | Updated |
INDFADUAL MASTER 119 1 OLD KEY 10/16/2006 0942 4M  Never

INDIADUAL MASTER 119 1 CURRENT 10/ 7/2005 09:54 AM  10/13/2006 10:11 A
INDIMIDUAL MASTER 119 2 CURRENT 10/17/2005 10:04 44 10/18/2006 10:10 &2

4 1l

&, Keylogs |
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Reading Key Logs in SAFLOK Client (continued)
(Smart/Memory Keycards only)

8. Select the Log ID to view and click on Key

Info.

9. The Information About The
Keycard Read PC dialog box
displays the information
regarding the lock code on the
keycard. After viewing the
information to generate a
Keycard Interrogation Report,
click on Report.

Stored Key Logs For: PERSON. THE SAFLOK
Assigned Key Info: INDIVIDUAL MASTER/119

Staff Key Logs

D | Added Expites |
T0/19/2008 1011 A 11/18/2008 10:11 AM

@, Keylrio

Information About The Key Read

INDIVIDUAL MASTER

Keyp Type:
Sequence Status:
Keyp D Assigned To;

#1149, D #1

STaNDARDMASTER KEY
CURRENT
THE PERSON

Key ID# 1 Has the following capabilities and restrictions:

- Can Key Open The Doar?
- Hew Key Sequence/Check In:

- Key Expires |n Locks:

- Shhiit Hrous:

- Irvalid Dags OF The waek:
- Pasz Areas:

Hepant |

Yes
107 /2006 11:53 FM

1041842006 11:53 PM
11:53 PM Ta 11:59 P
MNone
Nons

10. Check “Only Print Locks That Allowed Keycard To Open The Door” to get a report which only
includes locks that the keycard was allows to open. To see all locks in which the keycard was used,
do not check this box. Press OK to generate the report. A sample of the Keycard Interrogation Report

is on the following page.

[~ Only Print Locks That Allowed Key To Open The Door 2

© SAFLOK

s Key Interrogation ¥.2.09
INDRIDUAL MASTER - KEY #1159 -

1Dt 1 - STANDARDAMASTER KEY
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Reading Key Logs in SAFLOK Client (continued)
(Smart/Memory Keycards only)
KEY INTERROGATION REPORT
Report Date Format Used: mmdddfyyyy Page 1 of 1
INDIVIDUAL MASTER - KEY # 119 - ID# 1 - STANDARDVMASTER KEY
- Key 1D was assigned to; THE PERSON
- Can key open the door? Yes
- Mew key sequancefcheck in CLURRENT
- Key eupires inlocks: 1041972008 11:59 PM
- Shift hours: 11:59 PM To 1159 PM
- Invalid days of the week Mone
- Pass Areas Mone
STATUS INFORMATION
LET OPEN?: Indicates if the key allowed the doorto be opened.
DIAG ERROR If the key was not allowed to open the door, an error codeis logged. Refer to
error code explanation below.
TIME SET?: Indicates i the lock's date & time was set when the key was used. If Mo, the
lock's clock needs to be reprogrammed,
DEAD BLT™: Indicates ifthe dead bolt or prvacy button was active when the key was used.
LOWY BAT? Indicates if the lock's batteries were low and neaded changing.
LOCK PROB?: Indicates if the motonzed lock was nat relatching properly and needs senice.
LOCK LTCHD?: Indicates if the the lock was supposed to be latched (only unlatches when key is
used) vs unlatched (nokeys required to open door)
MWEWY KEY? Indicates if the lock storad the key as & new key,
KEY LET  DlAG LOCK DATE & TIME TIME DEAD LOW  LOCK  LOCK  NEW
(MSE __Locke  OFEN? ERROR WHEN KEYWASUSED ___SET? BLT? BAT? PROB? LTCHD? KEY?
1 19 Ves ] 10A972005 10:11 AN DST Yes Mo Mo Mo Yes Mo

© SAFLOK
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4.1 Accessing the ADMIN Menu

An Administration Menu is available to perform management functions on the Secure Shift station.
The following functions are available to management.

ADMIN MENU selections

1. Display Version
This function allows the user to view the current version of the Secure Shift station.

2. Set User PIN (Accessible in stand-alone mode only)

This function allows the user to modify the default User PIN. The User PIN is a four-digit numerical PIN
intended to be used when the Secure Shift is in the Stand-Alone mode. The User PIN will allow users to
reauthorize keys. To set the User PIN with the Secure Shift station in network mode, use the SAFLOK
Client program (refer to Section 1.7).

3. Set Admin PIN (Accessible in stand-alone mode only)

This function allows the user to modify the default Admin PIN. The Admin PIN is a four-digit numerical
PIN intended to access the Admin menu. To set the Admin PIN with the Secure Shift station in network
mode, use the SAFLOK Client program (refer to Section 1.7).

4. Select Mode
This function allows the user to toggle between Network mode and Stand-Alone mode.

5. Display Time
This function allows the user to display the current time and date in the Secure Shift station.

6. Set Date/time (Accessible in stand-alone mode only)
This function allows the user to set the current date and time in the Secure Shift station when operating in
Stand-Alone mode.

7. Set Prop # (Accessible in stand-alone mode only)

This function allows the user to set the property number in the Secure Shift station. The property number
is a unique code for each property and this must be set for the Secure Shift station to function in Stand-
Alone mode. The property number is automatically set when operating in Network mode.

Note: Once the property number is stored in the Secure Shift station, it should not need to be set again.
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Accessing the ADMIN Menu (continued)

1. At the PIN/Sign-on station screen, press the # key four times (# # # #) and press ENTER.

| Ent el PII N | |

| > < |

2. Enter the Admin PIN and then press ENTER.

\E n it \e r \A d m\i n
| >s> | | k<

3. The Admin Menu will appear. The cursor will be flashing on the first option. Use the UP and DOWN
arrow keycards to scroll the menu. Press ESC to exit the Admin Menu.
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4.2 Displaying the Version

1. Press the ENTER to select option 1, “Display Vers.”

‘Admin‘l\/le‘nu‘
1.‘Disp|‘ay‘Ver‘s

2. The Display Version screen will now appear. This screen depicts the current software version in the

Secure Shift station.
V‘e ris.i o n‘ 0 .‘O : A‘
| 1/1 - o/7]- ols]| |

4.3 Setting a User PIN (available in Stand-Alone Mode only)

1. Use the UP and DOWN arrow keys to move the cursor to option 2, “Set User PIN,” then press
ENTER. Alternately, you may press 2 on the numeric keypad.

‘ A‘d mi‘n I\/I‘enu‘ ‘

2. |slet usler Pl N |

2. The station screen will prompt you to enter the new PIN. The PIN entered here is the Stand-Alone
PIN, which must be must be four numbers. Type the new PIN, then press ENTER.

Elntler Nle w| |[P1 IN|
o> > <<

4.4 Setting the Admin PIN (available in Stand-Alone Mode only)

1. Use the UP and DOWN arrow keys to move the cursor to option 3, “Set Admin PIN,” then press
ENTER. Alternately, you may press 3 on the numeric keypad.

‘ A‘d mi‘n I\/I‘enu‘ ‘
3‘. S‘et ‘Ad m‘i n ‘PI N‘

2. The Enter New PIN station screen will appear. The Admin PIN is the PIN, which allows the user to
access the Admin menu. It must be four numerical digits. Type in the new PIN then press ENTER.

\Ent\er \Ne‘W\PI\N \
| >> << | |
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4.5 Selecting the Mode

1. Use the UP and DOWN arrow keys to move the cursor to option 4, “Select Mode,” then press
ENTER. Alternately, you may press 4 on the numeric keypad.

‘Admin‘Me‘nu ‘
4.‘Selec‘t I\/I‘ode‘

2. Toggle the selections by pressing 1 or 2 or using the UP and DOWN arrows. Press ENTER on the
desired selection. Network mode is used when the unit is to be plugged into a network
communicating the SAFLOK System 6000 server via the network. Stand-Alone mode is used when
no network connection is available or the network is down.

‘1. Ne‘two‘rk ‘
2‘. Stan‘d-/-\‘lon‘e

4.6 Displaying the Time

1. Use the UP and DOWN arrow keys to move the cursor to option 5, “Display Time,” then press
ENTER. Alternately, you may press 5 on the numeric keypad.

2. The station screen will display the current time, date and day of the week in the Secure Shift station.
It will automatically return to the Admin Menu after five seconds. If the time and date displayed are
not correct, follow the instructions on the next page to set the date and time. For Secure Shift
Network mode operation, check the time and date on the server running SAFLOK System 6000.

12 olo AM| D s |T|
1/0]- 0la - ole| wklp |
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4.7 Setting the Date and Time (available in Stand-Alone Mode only)

This function will allow the system date and time to be set. It is important that the date and time be
accurate because it will be used to determine proper keycard expiration.

1. Use the UP and DOWN arrow keys to move the cursor to option 6, “Set Date/Time,” then press
ENTER. Alternately, you may press 6 on the numeric keypad.

| Aldmiln Menu| | |

6‘. S‘et ‘Dat‘e/T‘i m |e

2. The station screen will prompt to enter the New Hour. Type in the two digits to represent the current
hour.

Note: The Secure Shift station uses a 24-hour military-time clock (e.g., 3:00 pm = 15 hours).

‘Ent‘er ‘NeW‘Ho‘ur ‘

| | > HH<]< || ]|

3. The station screen will then prompt you to enter the minutes. Type the current minute and press the
ENTER key.

E‘nte‘r N‘evv ‘l\/lin‘ute‘
| L > > mmi< < | |

4. The station screen will then prompt you to enter the month . Type the current month (two digits must
be used) and press the ENTER key.

‘Ent‘er ‘New‘Mo‘nth‘

| L > > MM<l< |

5. The station screen will then prompt to enter the date, or day of the month. Enter the current date (two
digits must be used) and press the ENTER key.

‘E nt‘e r ‘Ne vv‘ Da‘t e
| . >/>|p D << |

6. The station screen will then prompt to enter the year. Enter the current year and press the ENTER
key.

‘Ent‘er ‘New‘Ye‘ar
‘ ‘ >>‘YY<‘< ‘
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Setting the Date and Time (available in Stand-Alone mode only)
(continued)

7. The next station screen asks if Daylight Saving Time (DST) is to be set. Enter 1 for Yes for DST or 0
for No to indicate there is no DST.

The Secure Shift station will automatically add or subtract and hour from their date and time based on the
DST information.

DST OPTION 0 (No)
This option indicates that Daylight Saving Time never goes into effect. The time stays on standard time
year round.

DST OPTION 1 (Yes)

This option is for Standard U.S. Time Changes.
Every year, DST starts on the second Sunday in March at 2:00 a.m.
Every year, DST ends on the first Sunday in November at 2:00 a.m.

Next go to Display Time and view the current date and time.

4.8 Setting the Property Number (available in Stand-Alone Mode only)

1. Use the UP and DOWN arrow keys to move the cursor to option 7, “Set Prop #,” then press ENTER.
Alternately, you may press 7 on the numeric keypad.

‘ A‘d mi‘n M‘e n u‘

7‘. S‘et ‘Pro‘p# ‘

2. The station screen will prompt to insert a keycard to read. This must be a valid encoded keycard for
the property. Insert and hold the keycard in the insertion slot.

e\ase\ln\ser\t \

Kle y clarldl To|] Rlelad]| |

3. If the Secure Shift station reads the keycard successfully, the above messages will appear. Remove
the keycard. The property number has been stored in the Secure Shift station.

‘Wa‘s S‘ucc‘ess‘ful‘

‘Ope‘rat‘i on‘
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5.1 Configuring the Secure Shift Station for Stand-Alone Operation

The Secure Shift station can operate without being connected to the network and communicating to the
SAFLOK System 6000 server. This mode of operation is referred to as Stand-Alone mode. If the network
becomes unavailable, the Secure Shift station can be set to Stand-Alone mode. The Secure Shift station
can also be used in Stand-Alone mode where a network is unavailable.

The property number, date, and time in the Secure Shift station must be set before it will be able to
reauthorize keycards in the Stand-Alone mode. These settings are found in the Admin menu.

1. At the PIN/Sign On station screen, press the # key four times (# # # #) and press ENTER.

| Elnt elr| PI N |
> >

2. Enter the Admin PIN and then press ENTER.

Ald mlin [Pl N

<<

‘ > >

3. The Admin Menu shown above will appear. The cursor will be flashing on the first option. Use the UP
and DOWN arrow keycards to scroll the menu. Press ESC to exit the Admin Menu.

‘Admin‘l\/le‘nu‘
1.‘Disp|‘ay‘Ver‘s

4. Toggle the selections by pressing 1 or 2 or using the UP and DOWN arrows. Press ENTER on the
desired selection. Network mode is used when the unit is to be plugged into a network
communicating the SAFLOK System 6000 server via the network. Stand-Alone mode is used when
no network connection is available or the network is down.

‘1. Ne‘tvvo‘rk ‘
2‘. Stan‘d—A‘Ion‘e
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5.2 Setting the Property Number in Stand-Alone Mode

1. At the PIN/Sign On station screen, press the # key four times (# # # #) and press ENTER.

\Enter\Pl\N \
‘ > >

< |<

2. Enter the Admin PIN and then press ENTER.

3. Use the UP and DOWN arrow keys to move the cursor to option 7, “Set Prop #,” then press ENTER.
Alternately, you may press 7 on the numeric keypad.

4. The station screen will prompt to insert a keycard to read. This must be a valid encoded keycard for
the property. Insert and hold the keycard in the insertion slot.

5. If the Secure Shift station reads the keycard successfully, the messages above will appear. Remove
the keycard. The property number has been stored in the Secure Shift station.

In\ser\t
To‘

\PI e\ase\

K‘eyc‘ard‘ Re‘ad

‘ ‘Ope‘rat‘ion‘ ‘

| whals slucleleslsl ul]
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5.3 Setting the Date and Time in Stand-Alone Mode

This function allows the system date and time to be set in the Secure Shift station. It is important that the
date and time be accurate because it will be used to determine proper keycard expiration.

1. At the PIN/Sign On station screen, press the # key four times (# # # #) and press ENTER.

Ald mii |n

3. Use the UP and DOWN arrow keys to move the cursor to option 6, “Set Time/Date,” then press
ENTER. Alternately, you may press 6 on the numeric keypad.

‘ A‘d m i ‘n I\/I‘en u‘ ‘
6. slet| paltles Tli mle]

4. The station screen will prompt to enter the new hour. Type in two digits to represent the current hour.

Note: The Secure Shift station uses a 24-hour, or military-time, clock (e.g., 3:00 pm = 15 hours).

‘Ent‘er ‘New‘Ho‘ur ‘

| | ] >>HH<l< ] ]

5. The station screen will then prompt to enter the minutes. Type the current minute and press the
ENTER key.

Entlelr Nlew Minfut.e]

| _ > > mmi<l< |

6. The station screen will then prompt to enter the month. Type the current month (two digits must be
used) and press the ENTER key.

E‘nt er N‘ew ‘I\/Ion‘t h
RS

7. The station screen will then prompt to enter the date. Type the current date (two digits must be used)
and press the ENTER key.

E‘nter N‘ew ‘Dat‘e

| > > DD < < |
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Setting the Date and Time in Stand-Alone Mode (continued)

8. The station screen will then prompt to enter the year. Type the current year and press the ENTER
key.

E‘nter N‘ew ‘Yea‘r
‘ >>Y‘Y<<‘ ‘

9. The next station screen asks if Daylight Saving Time (DST) is to be set. Enter 1 for Yes for DST or 0

for No to indicate there is no DST.
| selt| pDisft 2| | |

| 1. ] Ylels 0l N

DST OPTION 0 (No) - This option indicates that Daylight Saving Time never goes into effect. The time
stays on standard time year round.

DST OPTION 1 (Yes) - This option is for Standard U.S. Time Changes.
Every year, DST starts on the second Sunday in March at 2:00AM.
Every year, DST ends on the first Sunday in November at 2:00AM.

8. Next go to DISPLAY TIME and view the current date and time.

The Secure Shift station will automatically add or subtract and hour from their date and time based on the
DST information.
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5.4 Reauthorizing Master Keycards (MAGSTRIPE KEY)

The Prop number and Date and Time in the Secure Shift station must be set before it will reauthorize
keycards in the Stand-Alone mode.

Secure Shift will not reauthorize a current keycard if the expiration on the keycard is more than 30 days
past. The instructions to reauthorize a magstripe keycard are as follows.

1. At the PIN/Sign On station screen, enter the four-digit Stand-Alone PIN and press ENTER.

| Elhtel pPhoN ]

_ << |

2. The next station screen will prompt to insert a keycard.

3. If keycard is read successfully, the station screen above will appear and the green lights around the
keycard slot will flash.

‘Keycar‘d R‘ead‘
‘Was Su‘cce‘ssf‘ul
4. The station screen will prompt to remove the keycard.

P\Iease \Rem\ove\

‘ Keyc‘ard‘ ‘

5. The station will prompt to insert the keycard for reauthorization.

\PI e\ase\ I n\ser \t \
K‘eyc‘ard‘ To‘Wr‘ite‘
‘ K le ‘y c a ‘r d ‘W roi ‘t e ‘
‘ Wa‘s S‘ucc‘esf‘ul ‘

6. Insert the keycard and wait for the lights around the keycard slot to flash green, and then remove the
keycard when the “Please Remove Keycard” screen appears.

Note: If the Station times out at any point after step 4, the transaction will end. The station will then return
to the PIN/Sign On station screen.
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\ E\nte\r P\IN \ \

| sl <] | ]

Section 5: Stand-Alone Mode Operation

5.5 Reauthorizing Master Keycards (SMART or MEMORY KEY)

Secure Shift will not reauthorize a current keycard if the expiration on the keycard is more than 30 days
past. The instructions to reauthorize a Smart or Memory keycard are as follows:

1. At the PIN/Sign On station screen, type a four-digit PIN and press ENTER.

\ E\nte\r P\IN \ \
| >> << | |

2. The next station screen will prompt to insert a keycard.

K‘eyc‘ard‘ To‘ Re‘;d

3. If keycard is read successfully, the following screen will appear

‘Ke‘yca‘rd ‘Wri‘te ‘
Wa‘s S‘ucc‘ess‘ful‘

4. The Please Remove Keycard screen will appear as the green lights flash around the keycard slot.
Remove the keycard when the “Please Remove Keycard” station screen appears.

\PIe\ase\Re\mov\e \
| Kelylcar.d | |

Note: If the station times out at any point after step 4, the transaction will end. The station will return to
the PIN/Sign On station screen.

\ E\nte\r P\IN \
| >> << |
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Invalid Key
Reauthorization of a keycard was attempted 30 days past the current date and time. Secure Shift will only
reauthorize staff member keycards within 30 days of the previous expiration.

| E|IR RIO/R |5/0 1 ;] |

‘ In‘val‘id ‘Key‘ ‘

Wrong Property
Reauthorization is attempted on a keycard belonging to another property. Secure Shift will not reauthorize
keycards that belong to another property.

| EIR RIO|R |5/0 2| ;]

JﬂLQL&JiLQLLJLLJ

Invalid PIN Code
The PIN is not recognized in the Secure Shift station. Check that the PIN code is properly entered in
SAFLOK CLIENT program and try again. Refer to Section 1.4.

Wrong Shift
Reauthorize of a keycard was attempted one hour before their assigned shift start time. Secure Shift will
only reauthorize staff member keycards within one hour of their scheduled shift time as designated on
the key.

| E|IR RIO|R |5]0 4| :]| |

‘ W‘ron‘g S‘hi f‘t ‘

No Interrogation Records
There was a problem reading the interrogation records from the keycard during reauthorization. Try to
reauthorize the key again if desired; however, a replacement of the keycard may be needed.

| E|IR RIO/R |5/0 5 ;] |
‘No ‘Int‘ Re‘c r‘ds ‘

Can’t Encode Key
There was problem reading or writing to the keycard. Retry if desired or replace keycard.
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Key Not Found In Database
The keycard being used with Secure Shift cannot be found in the SAFLOK database.

| E|IR RIOJR |5]0 7]:]|

‘ Ke‘y N‘ot ‘I n ‘DB

Key is not current
The keycard being used was cancelled by a newer keycard that was made in System 6000. You will have
to replace the keycard using the duplicate key function in the SAFLOK Client program.

| E|IR RIOJR |5]0 8]:]|

‘Key‘ No‘t C‘u rr‘ent‘

Staff Blocked
This error occurs when a staff member has been blocked from reauthorization. You must unblock the
Staff member using the SAFLOK Client program. Refer to section 1.5.

EIR RIO|R |5]0 9|

| s|tla f/f] Bl1|lo clkle d |
Key Blocked
This error occurs when a key belonging to a particular staff member has been blocked from
reauthorization.

| E|IR RIOJR |5]1 0]:]|
‘ K‘ey ‘Blo‘cke‘d

CRS Station ID Not Set Properly

The station ID number added in the CRS is greater than the two-character field size.

lc R|s| sltlatlilon |1 D
N‘ot ‘Se t‘ P r‘o p e‘r I

y

WERROR 11

The IRC/chat ports (6666-6669) on the computer are blocked, preventing the IRS software from
operating. Check the virus scan/firewall settings on the SAFLOK server to ensure these ports are
unblocked and that the Saflok IRS.exe file is listed as an exception.

| wleElRRIOIR 1]1] |
C‘o‘n t a‘ct ‘Se r‘v [ c‘e

Questions? Call Customer Service at 800.999.6213 and select option 3.
For online assistance, visit support.saflok.com.
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