Safl

Training Manual

by Kaba

Administration



Saflok Communication Information

Phone number — (800) 999-6213
Option 1 — Parts Ordering / Lock Repair
Option 3 — Technical Support
Option 5 — Accounting
Option 6 — Keveard Orders

Technical Support Website — http://support.saflok.com

Overview

This manual covers all Saflok functions for Saflok Administrators, including troubleshooting, programming &
interrogating locks, creating & maintaining master keys, maintaining user accounts, and running reports.
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Creating / Maintaining Master Keys

To create master keys, you must log into the Saflok Client program. To launch the program, double click the

Saflok Client icon on the desktop.

Next, you will need to log in to the client
using your user name / password. Y ou must
have specific authorization to make master
keys.

Click the Make User keys button.

Select the type of key you wish to make from
the Key Group drop-down box.

Select whether you wish to make a new
or duplicate key.
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A new key, after it has been made and used in the locks, will prevent the previous keys from working in
the locks. For master keys, the majority of keys will be duplicate keys. When remaking a set of master keys,
you will need to make one new key for each type of master key, and then make duplicates of that key.
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Next, you have the option of entering a Last/Department name and First name. If you do so, the name will be
displayed on interrogation reports, in the Master Key User Report, as well as Messenger reports (if Messenger
is available at your property). You will also need to determine when you wish the keys to expire. By default, it
is one year from the day you are making the keys. There is also the option to create a shift time for master keys.
The key would then only work in between the hours you specify in the Starting and Ending time fields. If all of
the keys will have the same expiration, department name, and shift times, you can click the Make Key button
and insert as many keys as needed into the key encoder. If they are going to be different, click Next.



Additional Information x|
ey Group: HOUSKEEFIMG EEYS Fey Mame: COMF HSKP

Function: MAKE STAMDARD KEY

Days the ke will MO T work: Lazt Hame/Dept. Firzt Marme
[ Sun [ Thu K.ey will be uzed By ||
[ Mon [ Fri
[ Tue [ Sat
[ wed
Pk DDA

Date/Time the key should EXPIRE: | 03/ 05/ 2009 « | &t End OF Shift

Indicate the Starting and E nding Daily [SHIFT] hours the key should woarks:

Starting | 11:59 Pk [HH:kM AR APR]  Ending | 11:59 PM

[v Opening Key

[ Send ey ta File
| (=

Wwill all of the keys have the zame additional information? f+ Yez { Mo

X Cancel | <= Back | | W Make Key

On this screen, you have the option of selecting days on which the keys will NOT work in the locks. Keys work
on all 7 days by default. If each of the keys you are making will have different settings (i.e. expiration time,
shift times, or names), answer No to “Will all of the keys have the same additional information?” at the bottom
of the screen. Doing so will have the program return to this screen after each key is made so that you can make
the required changes, and then click the Make Key button.

The encoder will flash a green light. Insert the key (for magnetic Key ID: 1
encoders) or place the key on top of the encoder (for RFID
encoders). USING A BLANK OR USED KEYCARD

. . . IMSERT KEYCARD IMTO EMCODER
Each key that is created gets an ID number assigned to it

automatically. The first new key made in a set gets key ID
number 1. When vou make additional duplicate keys,

the ID number increases by 1 for each key made. You can
have up to 250 key IDs for each master key in the database.

Remember boowrite the KEY TYPE, KEY # and KEY D #
an the K.ey Before Inserting it




If you are making a duplicate key, you have the option
of either replacing a key ID or making additional keys.
you will only use replace key ID if a key has been
worn out and does not work anymore. This will

not cancel a lost key. Only use this option if you have
the non-functioning key in your possession. The
majority of the time you will use the Additional
Duplicate Keys option.

B

= Len [D#z 1 to 5 have been previouzly azsigned to keys

Toreplace a particular key which has warn out, zelect
"Replace key |0 #'' and enter the desired Eey D #.

—

" Heplace Key D #:

To make additional duplicate keps, select
“additional Duplicate Feys"

i+ Additional Duplicate Keys

¥ Cancel |

<= Back Mest ==

All master keys that are created are tracked in the database. You can use the Master Key User report under the
Reports tab to view all master keys that have been created. See page 19 for more information.

Cancelling a Lost Master Key

If a Master Key has been lost, you should cancel the key so that it will not be used by an unauthorized key user.
To cancel the lost key, you must make a special key called a “Cancel-A-Key-ID Key”, and then use the Cancel-
A-Key-ID key in all of the locks that the lost master key has access to.

To cancel a master key, log into Saflok Client, and select the

Make User keys button.

Select the Key Group that the lost key belongs to.

Change the Key Function to “Make Cancel-A-Key-1D
Key”. Then select the Key Name that was lost, and
click Next.

select Key To Make

% K.ev Group
Make User Keps |DF'EHMIEINS MASTERS j
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Select ID To Make
Fep Group: GRAMD MASTER KEYS Fey Mame: GM

Function: kake Cancel-b-Fey- 1D Key

Enter the Key ID that you wish to cancel.
Note that you can use the Master Key
User Report (pg. 20) to determine which
ID the key user had. Click Next.

== ey [DHs 1 o1 have been previouzly aszsigned to keys =

To cancel a particular uzer's key 1D, enter the desired Key (D #.

{+ Enter Key ID #: ID

Ay n B WINGEEE Q20

A message will be displayed that will remind you
that once the key is cancelled, 1t will no longer & THE EUHHEEST ILEVNESL}%DJ gLTﬂHEh?IHTa KEYID #1
work in the locks. It will also verify the user wiLL NEVER WORK IM & LOCK AGAIN AFTER USING THIS KEY.
name that the Key ID was assigned to. Click OK _

. If you are replacing a persan's last key,
to continue. make an Additional Duplicate key after this,

[f o more Additional Duplicates can be made, pou will
hawe to replace evemone's keps with new keys.

o Ok |

Keyp ID: 1
The encoder will flash a green light. Insert the key (for magnetic &

encoders) or place the key on top of the encoder (for RFID
encoders). USIMG & BLAMK OR USED KEYCARD

INSERT EEYCARD INTO EMCODER

Remember to write the KEY TYPE . KEY # and KEY D #

an the K.ey Befare Inserting it

In order to cancel the lost master key, use the Cancel-A-Key-ID key in all of the locks that the lost master key
has access to.



Programming I.ocks

You will need to program the locks in a few situations, which include: during initial lock installation, after
replacing a lock, installing a brand new lock, or after contacting Saflok to make any changes in your database.

To program a lock, log into the Saflok Client,

and click the Locks tab keys Locks l System ] Beports ]
Click the Program Locks button. &

Program Locks
The program will ask you to attach the LPI =

device and press OK. Before clicking OK,
Ensure that the Download cable is plugged
Tightly into the left side of the LPI (L.ock

Programmer & Interrogator), and click OK. o Cancel |

\i‘) Aktach LPI device and press Ol

Next, you have a choice of 4 OptiOIlS: Select LPI Comnmand Options {Programm

LED Diagnostics — This option updates the
Clock 1n the 1.PI device and will allow you to

Perform LED diagnostics to troubleshoot locks. [ LED Diagnostics

Program Lock Clocks Only — This option also [ Program Lock Clocks Only

Updates the clock in the LPI device, which
You can then use to update the lock’s clocks. [ Program Specific Locks

Program Specific Locks — This option allows [~ Oweride Lock Froblem
You to select up to 40 locks to be programmed.

& 0K ¥ Cancel |

Override Lock Problem — This option allows

You to open a lock with a dead battery.

To program locks, place a check next to the Lock Group

Program Specific Locks option, and click OK. GUEST ROOMS =l

PaSs LOCES
COTTAGES A HOUSES
GUEST PARLORS FEMTF
COTTAGE / HOUSE PARL
BaCK. OF HOUSE

HSEF OFFICES / STORAC ™

1007

Next, select the Lock Group you wish to
program locks from.




You can select up to 40 locks to program at

one time per handheld. To select multiple
locks at once, simply click on the first lock
you want to program, then hold the left mouse
button and drag until you have all the locks
you need. You can also hold down the CTRL
key and select individual locks, similar to
other Windows programs.

Lock Group

GUEST ROCOMS

Lizt of locks downloaded to
programming device:

Tupe the name of a lock to locate:

Once you have all of the locks you need
selected, click the download button.

1006

1007

1003

1010

. x

If you are programming guest rooms,
you will have the option to have the current 9 | If possible, do you want the current GUEST key
guest key work in locks after reprogramming, -h',-'j to work in the locks after programming?
Answering yes will eliminate the need to give They will be inhibited by default.
anew key to a guest if you are replacing
their lock. Ves Mo |

After locks have finished downloading to the

handheld, click OK to continue.
j::) Downloaded 1 locks) successhully!

Skart: 03/05/2003 10:25 &M End: 03/05/2008 10:25 AM

X

Click the Close button.

1012 |
1020
1m1 ll

td aximurn number of locks iz 40
E Clogze |

The handheld is ready to program locks. Y ou will need to press the number 2 to select “Take Unit to Locks™ on
the handheld, then option number 2, “Program Locks”, on the next menu. This will display a list of 3 rooms out
of the locks that you downloaded. Press the option number next to the room number you wish to program, for

example:
1. 1008
2. 1009
3. 1010

Enter option (1-3, O=more):

Next, press number 2, then enter, to program room 1009. The handheld will then display the following:



“Press any key and then insert the probe into the lock.”

Press any key on the handheld, and fully insert the probe into the lock. When the lock has
finished programming, the handheld will display the following:

“Lock 1009 has been programmed successfully. Press any Key.”

Pressing a key will display the following:

“Press any key to program more locks, or press ESC to stop.”

Pressing any key will return you to the list of locks, which you can then select another lock to program.

When finished programming, return the handheld _

to the computer, and click the program locks button. )
Program Locks

Ensure the I.PI is attached to the download

cable. The software will prompt vou to delete

the programming info in the handheld. This ser (1] fram property [1] has Programming records in the: unit!
prevents any one else from using the handheld s e BELETED b s

to program locks.

i Delete X Cancel |

....................................




Lock Interrogations

By interrogating a lock, you can find out which keys were used in the locks and at what time. You can
interrogate a lock using erther the L.PI or over the Messenger system. This section will cover using the [LPI
device. For more information on interrogations using Messenger, please refer to the Messenger Operations
Manual (section 4, page 44).

. . Lock,
Log into the Saflok Client & select the I.ocks tab. Beys = System l feports

Click the Interrogate locks button.

(=

|nterrogate Locks

Enbslure the LPI device is attached to the download x|
cable.

j‘) aktach LPI device and press Ok,

Ok Cancel |

You will have 4 options similar to when Select LPI Command Options (Interrogak

programming locks, with 1 difference.

Place a check next to Interrogate General Lock

Data and click OK. This will update the time on [~ LED Diagnostics
the handheld and set it up for interrogating locks.

[~ Program Lock Clocks Only

The handheld is now ready to be taken to the

locks to interrogate. [ Interrogate General Lock Data

Press the number 2 on the handheld for the [ Override Lock Problem
Take Unit to Locks option.
o OF 3 Cancel |

Next, press number 4, and then enter to select the Interrogate Locks option. The handheld will display the
following:

“Press any key and insert the probe into the lock.”
Press a key and insert the probe fully into the lock. When finished, the handheld will display:

“Lock ##### has been interrogated successfully. Press any key.”



Pressing a key will display the following option:
“Do you wish to interrogate more than 172 log records? 1=Yes 2=No”

If you want to get more than 172 log records, press 1 and then re-interrogate the lock. If no, press 0. If you only
do 172 entries, you can do up to 40 locks at once. When doing more than 172, only 1 lock can be interrogated at
a time. When finished interrogating the locks, bring the LPI back to the computer. The default number of
additional interrogations, but you may select up to 5900.

Log into Saflok Client and click the Interrogate Locks button.

[=x

Interrogate Locks

Er.lsure the handheld is connected to the download cable and x|
click OK.

\i‘:) atkach LPI device and press Ok,

| (0] 4 I Cancel I

Click the Process button on the next screen Uzer [1] from property [1] has |nterrogation records in the unit!

Thesze must be PROCESSED or DELETED before continuing.

Alist of lock interrogation

records in the LPI unit will
be displayed. Click on each - her Of Records: 5
one, then click Save.

Property #  |Mame LED Diagnostics: Done | Entriez Interrogated | Clock. Updated Inkerrogation

'I 102 Ma ez Mo /2642010

Click Yes to confirm you wish to save
the lock interrogations. Click OK
when it is finished saving. ® Do wou wish bo save Ehe interrogation information @ Finished Saving

af the selected lock for later wiewing?




To view the reports you have saved, click the

Reports tab.

Next, click Lock Interrogation Report,
then the View button.

This brings up a list of lock

interrogations that have been Mumber Of Recards: 3

saved to the database. Click the

Eeys Lacks I Syztem Feparts
Lack. [nterrogation Fepart
Locks and K.ey Azsignments Repart 3.0
Maszter Kep Uszer Report 2.
Transaction History Report 2.
Uszer suthorization B epart 3.M
Wigm
List of Lock Interrogations
Property # Clock Updated [ nitero

interrogation you wish to view,
then click the View button.

The next screen allows you to determine
some options on how the report is generated.

Print all entries regardless of when they

occurred will display all log records.

Only print entries occurring between specified
dates will print entries between dates you

choose.

Print original lock entry times as well as
adjusted times displays the lock’s date and
time as well as the handheld’s date and time

S0 you can see any discrepancy between the two.

Lock Mame |LED Diagnostice Done  |Entries [nterrogated

111 ez e

e

4 Lock Interrogation Report ¥.3.01

FOR LOCK #[2129

i+ Print all entries regardless of when they occurred

= Orly print enties occuring between specified dates

[ Print arginal lock enty times as well az adjusted tmes

[T Print OMLY recards allowing doar ta be opened & unlatched

[v Print users assigned ta key |Dis [Repart will take longer)

3424/



Below is a sample Interrogation Report:

12102010 11:47 Ad

COPEMYWAY S
INTERROGATION REPORT FOR LOCK #
101 Intarrngated 01/28/2010 03:04 Ph
Lack Property # 1 Lack Software WersionB 01-15-10.2 Fage 1 of 2

Feport Date Format Used: mmdddfyywy (Mote: *is used if data is unavailable)
Report software wersion: W95 1.00/2009-06-29 15:41
Hand-Held Interrogator goftware wersion: HHS Y- NOT DETEEMINED

Interrogation Method: REMOTE

LOCK STATUS AT TIME OF INTERROGATICMN
Wiode: 2 Property Prog'd  Pattern Bad: Mo Checksum Bad: Mo Write Err: Mo
- EZ iz enabled
- Inwalid key shutdown is not in effect
- Lock batteries are good
- Locked/Unlocked Switch - Ok
- Ky Switch is OK
- Intended 10 be Locked
- DST Change Info is set
05T iz standard local
OST Starts 03142010 02:00 Ak, Ends 11072010 0Z2:00 A
- Lack's Clock should he reset within 12 months
- Lock uses locked switches? ¥ Openingiknab) Switch? Y
- Serial Port Communication: Sends? N Receives? M
Lock's Clock Date & Time: 01/26/2010 03.04 P STD
Terminal's Clock Date & Time: 01/26/2010 03:.04 Pkt 3TD
Lack Date & Time DST Info was not updated after 1st interrogation

LOCK 15 CURRENTLY LATCHED

KEY USE & ENMTRY RECORDS
Dates & times for usedfoccur are adjusted to reflect terminal's date & time at the time of interrogation

or befare clock programming
0" ar *5* after the date indicates times could not accurately be adjusted
"a" after DST, STD, *D7, or *5% indicates an adjustment was made
FPossible users of keys are printed when names are available. Possible Users are those
whose key had been made but not vet expired when the entry occurred.
Multiple users indicate key users assigned to different key sequences.

o001y LvL13 TYRPEO: EMERGEMNCY KEYS KEY ID&#1 KEY #EMG
From: kKey Used On: 01/26/2010 03:04 PM STDa, Allowed to Open
Unadjusted- Used On: 01262010 03:04 Ph STD



Creating and Maintaining Users

To use the Saflok software, you must have a user account to log into the system. This section will describe how
to add, delete, or change users and their access levels.

Users
To modify the users in the system log & Saflok Client SAFLOK PERSON is logged on
into Saflok Client. Click the System File  Functions  Help
Tab. Keys I Locks Svztem I Feports I
Click the Users & Authorizations button, [
then select “Users” and click OK. Users & Autharizations “Make A Selection
i+ Users

" Authorzation Groups

£ Staff Members

A list of existing users will be displayed. Last Mame Firzt M arme N
Click the “Add” button to add a new user. To

edit or delete a User, you can highlight the PASSWORD SETUP

group you wish to modify and click the PERSON SAFLOK

corresponding button. SAFLOK. TECH
SIDHOM SAM

% Add | E dit |
Select “Not an existing Staff”, then click OK. — Make & Selection

The Mew Operataor =

" &n Existing Staff Member

f+ Mot an Exizting Staff




Last Name: Users’ last name, must be
at least 3 characters.

First Name: Users’ first name, must be
at least 3 characters.

Middle Name: This field is optional,
must be at least 3 characters.

User ID: This is the ID the user will
enter to log onto Saflok. It must be at
least 3 characters and is not case
sensitive.

Password: This is the password the
user will enter to log onto Saflok. It
must be at least 3 characters and is not
case sensitive.

Interface Password: With some PMS
interfaces, a separate interface password
must be entered. Confirm with your
Saflok representative if this is needed
for each user.

Lazt Hame Firzt Mame
.. L DK
i |LORI v 0
Middle Mame X Cancel
| &}, Bights
Uszer ID Paszword
|LGALIAND [ Administrator
LFIU=er ID Interface Password
|253 |
Uzer Groups Frogram Rights
£ EESE¥ BEEE SUPERVISOR I CLIENT ACCESS
MAINTEMANCE [ CRSACCESS
SECURITY [ SCHEDULER ACCESS
[ IRS ACCESS
[ MESSEMGER SERVER ACCE!
[ MESSEMGER CLIEWT ACCES -
[
Irvalid Logon Last [reealid
Count: Lagan:

3 Clear

Administrator: If this box is checked, the user is a Saflok Administrator. Administrators have access to all
aspects of the system, and are the only users who can add/change/delete users. The number of administrators

should be as limited as possible.

User Groups: Sclect the Authorization Group the user should belong to. This will determine their level of

access based on the settings of the Group.

Program Rights: Gives access to certain Saflok programs. Typically only administrators will need to log into

anything other than the Saflok Client.

Allow Remote Door Open: This feature is only available with certain Saflok/Inncom Infrared Messenger

systems.

Invalid Logon Count/Last Invalid L.ogon: These boxes display the number of invalid logons and the date of

the last invalid logon attempt for this user.

Rights Button: This button will allow you to add additional access for the individual user. If the user needs
more access than his or her authorization group, then it must be added here.




Authorization Groups
Authorization groups allow you to set an access level that will be used for many users. This way you only need
to set the access one time, and put users in their appropriate group.

To add an Authorization Group, log ~& Gaflok Client  SAFLOK PERSON is logged on

into Saflok Client. Click the System Fle Functions Help
Tab. Keys I Locks Syztem I Feports I
Click the Users & Authorizations button,
select Authorization Groups, and click [ _
OK. Izers & Autharizations | Make & Selection
i~ Users

{* Authorization Groups

= Staff Members

o 0K X Carcel

A list of the existing Authorization

Groups will be displayed. To add a new

one, click the New button. To edit or |MEImE ’_‘
delete a Group, you can highlight the

group you wish to modify and click the FROMT DESK SUPERYISOR
corresponding button. MAINTEMANCE
SECURITY

Enter the desired name for the Authorization Group

Authorization Group. Click the Marme

checkboxes to enable Program Rights to [SECURITY SUPERVISORS o 0K
the desired programs. Typically only

Client Access 1s needed. To modify the

system function rights, click the Rights Pragram Rights _
b?ltton. © s [¥ CLIENT ACCESS &, Bights

[T CR5 ACCESS

[T SCHEDULER ACCESS

[T IRS ACCESS

[T MESSEMGER SERVER ACCESS
[¥ MESSEMGER CLIEMT ACCESS
[T VIRTUAL HUB ACCESS

[T COMFIG ACCESS

X Cancel




First, select the desired System
Authorizations for the group. The most
commonly selected System
Authorizations are related to the
handheld functions: 270 — Lock LED
diagnostics, 271 — Program a Lock’s
Clock, 272 — Collect Lock Program
Info, 273 — Interrogate a Lock, and 280
— Override Lock Problem. You may
also want to select 310- View Reports
so that the users in the group can read
and print Interrogation Reports.

Next, click the Key Group
Authorizations tab. This tab allows
you to select the Key Groups the
Authorization Group has access to
make keys from. Each Key Group has
its own Authorizations. First select the
desired key group on the left, then
select the desired Authorization on the
right. Most Authorizations have a
“Warning Override” radio button on
the right side of the screen. If set to
“Authorization 17, the user will be able
to bypass any warning messages related
to the function they are performing. For
instance, if a new master key is made
within 15 days of the last new key, a
warning will be displaved. If
Authorization 1 set, the user will be
able to bypass the error and continue
making keys.

Group Authorizations

Luthonzation Group M ame

|SEEUHITY SUPERVISORS

Sustem Authonzatons

Fep Group Authonzahons

271

o

330
321

KLY

I A AT AT a1

160-
160 -
270-

Make Status Keps
Make Dizplay Keys
Lock LED Diagrostics

- Program a Lock's Clack
272 -
273 -
278
279 -
280 -
-WIEw REPORTS
320-

Coliect Lock Program Info
Interrogats a Lock

COLLECT DEWICE PROGRAK INFO
INTERROGATE & DEVICE
OWERRIDE LOCK PROBLER

Check In All Due Prereg Keps

- firchive Dats File

- Brchives Trarsachon File
340 -
- Change System D efaults
M2
343

Set D5T Information

Delete Lack Interagation Recards
CHAMGE TERMINAL SETTINGS -

Group Authorizations

Authorization Group Mame

|SEEUHITY SUPERWISORS

Supstem Authorizabions

ey Group Authonzabions

fiot Broups friemeins

GUEST KEYS 17100 -

ga HTEEEETESHS [51107 - Make NEW.P[E[EQ Ken
LIMITED USE KEYS 51102 - Make Duplicate Key
rﬁ}[}-@ﬁf&%&m [5 1103 - Make Duplicate Frereg Key
LATCH /UM LaTCH [S 1104 - Make Resequence Key

SECTIOM KEY'S

SPE KEY
PP KEY

HOUSEREERING KEYS
SECTIOM/FLOOR KEY'S

ROOMS MASTER KEY'S
GRAMD MASTER KEY'S
EMERGEMCY KEY'S
ELECTROMNIC LOCKQUT KE

[5 1105 - Make Inhibit F.ey - 5 pecific
[5 1107 - Make Uninhibit K.ey - Specific
[5 1109 - Make Cancel-A-Key- D Kay
[S5]1110- MAKE CHAMGE ROOM KEY
135 - Interrogate User Key
[5 1200 - Change Curent Key's Checkout
[51207 - Check Out a Kep
[51210- Cancel a Prereg
512171 - Check In a Prereq
[5 1407 - Owernde K.ey Reservation
501 - Send Update Key ta Lock via EMS
510 - Send Keyp to Remote Encoding File

A L A

XK Cancel

W 0K

x LCancel

Warning Dverride

" MNone

f* Authorization 1



Satlok Client Reports

This section will cover the reports that are pertinent to the Engineering/Security departments, which include
Keys and Locks Assignments Report, LLocks and Key Assignments Reports, Master Key User Report, and
Transaction History Report.

To view these reports, log into the Saflok Client. Keps ] Locks ] System R

Click the reports tab, then click the report you
wish to view, and click the View button.

Keys and Locks Assignments Report

This report will display the keys for a given key group and which locks they are assigned to. Below 1s a sample
report:

] HE08 215 PM

KEYS AND LOCK ASSIGNMENTS
Page 1 of 30
Database “ersions
DsM: 3.20
DAT: 3.40
S¥S 410
LOG: 1.00

Key Group: HOUSKEEPING KEYS

Key Mame Locks to which key is assigned

AZST HSKP DIR 1004 1005 1006 1007 1005 1010
1011 1012 1013 1014 1015 1016
1018 1020 1021 1022 1024 1026
1027 1028 1029 1031 1033 1037
1041 1043 1045 1046 1047 1048

Locks and Key Assignments Reports

This report will display a list of Locks for a given lock group and which keys are assigned to them. Below is a
sample

report:
\ | IE2008 -
LOCKS AND KEY ASSIGNMENTS
Fage
Database “ersions
DSM: 3.20
DAT: 340
SYE 410
LOG: 1.00
Lock Group: BACK OF HOUSE
HT = Hardware Types: [0=ECILIRCU, 1=ECIHECU Latching (MT Lock], 2=Solenoid, 3=Mator
Lock HT GUEST EEYS MEETING ROOM E SUITE ¢ COTTAG COMNNECTORS LIMITEL USE KE FAILSAFE EEVS INDIVIDUAL MAS CONFERENCE ELO OPERATIONS 1
CONF SERVICE M HOUSHEEPING KE LATCH UNLATCH INHIBIT FEYS  GRAND MASTER K EMERGENCY FEYS ELECTRONIC LOC 5TE EEY PPE EET
FD WINE RooMm 1 FI WINE ROOM
THH EMG ELD 1 1
FIRE FANEL 2z 1 ENGINEERING
INH EMG ELD 1 1
FIRE PANEL 3 1 ENGINEERING
INH EMG ELO 1 1
FIRE PANEL 4 1 ENGINEERING
INH EMG ELD 1 1
FIRE PANEL 5 1 ENGINEERING

INH EMG ELD 1 1



Master Key User Report

This report will display a list of master keys made and whom they are assigned to.

First, select which master key groups vou wish

to view. Click the View button.

Below is a sample report:

MASTER KEYUSER REPORT
Filtered By:

Key Groups: OPERATIONS MASTERS, HOUSKEERING KEYS, GRAMND MASTER KEYS

Kep Groups:

INHIBIT KEYS

SPE KEY
FPE KEY

Al

v OPERATIONS MASTERS
ClEHLILISEEEFIMG KRS
LATCH UNLATCH KEYS

v GRAMD MASTER KEYS
EMERGEMNCY KEY'S
ELECTRONIC LOCEOUT KEYS

INDIVIDUAL MASTER
COMF SERWICE M5TH
COMFEREMCE ELO KEY'S

% Mone

= =1}

o Wiew

X Cancel

Sorted By:

(* Fey Group Mame

(" Uzer Hame

342008 223 PM

FPage 1

of 22

1

2 3 4

3> 67

key Group key Mame o Lser Mame Created Date Expire Date  Remake
GRAMD MASTER KEYS GEMERAL MARA 1 GORDON, MICHAEL — 04A10/2007 03:11 PR 04092008 1
GRAMD MASTER KEYS HSKP DIRECTOR 1 FMNVERS, WERMOM 03/30/2007 05:01 AW 032972008 1
GRAMD MASTER KEYS HSKP DIRECTOR 2 (LIMEN W) 04032007 05:13 PW 0372972008 1
GRAMD MASTER KEYS ROOMS DIRECTO 1 HORAR, TED 03/31/2007 12:07 PM 03/3072008 1
GRAMD MASTER KEYS ROOMS MASTER 1 KEATLEY , MIKE 04/24/2007 12:68 PM 05/31/2008 1
GRAMND MASTER KEYS ROOMS MASTER 2 HICKS B, JIm 04/24/2007 12:60 PM 08/3152008 1
GRAMND MASTER KEYS ROOMS MASTER 3 GARMER &, BILL 04/724/2007 01:00 PM - 05/3172008 1
GRAMD MASTER KEYS ROOMS MASTER 4 MEMCIK 4, DAMWID 04724/2007 01:00 PM - 0543172008 1
GRAMD MASTER KEYS ROOMS MASTER & WENTL 3, JERRY 04/24/2007 01:00 PM - 05/3152008 1
GRAMD MASTER KEYS ROOMS MASTER B ELMORE 2 DAMNRY 04/24/2007 01:01 PW 05/31/72008 1
GRAMD MASTER KEYS ROOMS MASTER 7 LMWESAY 7, BOB O04/24/2007 01:01 PM 0543152008 1
GRAMND MASTER KEYS ROOMS MASTER 8 MCDOWYELL &, ESTEL 0472472007 01:02 PW 05/31/2005 1
HOUSKEEFRING KEYS  ASST HSKP DIR 1 BECKER, LESLIE 04032007 04:50 PM 040272008 1
HOUSKEERING KEYS  ASST HSKP DIR 2 BECKER, LESLIE 04032007 04:50 PM 040272008 1
HOUSKEERIMNG KEYS  ASST HSKP DIR 2 BECKER, LESLIE O04A15/2007 12:22 PM 040272008 2



Key:

Displays Key Group keys were made from.

Displays Key Name of keys (1.e. GM, EMG, etc.).

Displays the Key ID of the keys.

Displays the User Name the key was assigned to. If no user name was entered when making the key,
(UNKNOWN) will be displayed.

Displays the date the key was created.

Displays the date the key will expire.

7. Displays the amount of times the key was remade. The first time a key is made, “Remake” will display
“17. If that key gets re-made (i.e. a broken or demagnetized key), “Remake” will display “2”.

b .

Al

Transaction History Report

This report allows you to search the history of all transactions made in the Saflok software. This includes any
keys that were made, locks programmed, reports run, users added, and much more. The most common use for
this report 1s to find out when a key was made, and by whom. The following illustrates how to search for a guest
key:

Transaction History Report ¥.3.01

First, set the date and time that you wish to search for. __
Filter Criteria I Sark Criteria I

Next, click the Filter Criteria tab.

B eqinning Date and Time

[oarosseo0e =] [12m1aM

Ending Date and Time
[o3/05/2008 =] [11:59 PM

Edit
Cale English - r
The Users column allows you
to _SeleCt W_hICh LlS?I‘S you want Report Frint  Filker Criteria | Sork Criteria I
to include in the history report.
All users are selected by E:';';SI:_IF!"\"'IE FIMNCAID |, TOMNYA, s Tgnhjaimgs; fram R te Ence
by default. You can click the ROHAN JAMES =l |ouesT Kevs =l ] Make LED Disgnostic Key
none button below each box SECURITY , SECURIT k.ey Mames: Make Mew Fey
. SECURITY BACKUF . SECURI 1004 ﬂ bzl M e Preneg Key
to uncheck all options. SELLS . LAUREN 1005 [WE (5 B esequence ey
SEMGUL ,JOM 1006 [ MAKE SERYER FUMCTION
. SYKES | DUAME 1007 [7] MAKE SIMPLE QUERY FUM
Set the key group you wish to TERRY , CINDY 1008 [ MAKE STANDARD PAGING
search in, such as Guest Keys. THOMAS | RAMDY 1mo [] bake Status Keys
WwioDs ,JERRY - 1011 :l g take Uninhibit K.ey - General
i Al +% None | 54l +% None | il % Non

Next you can select the
transactions you want to
include in the report, such as
Make New Key or Make
Duplicate Key.



Once you have all the desired options
set, click the Report Print tab.

Click the “Calec English” Button. This
will generate the report. To view the

Transaction History Report v.3.26

Report Pant ] Fiter Criteria | Sunt Criteria |

Beginning Date and Time

D atabases to generate reparts

B 10/2mo 3] =] [12:00 &M

Ending Date and Time

Key: GUEST KEYS f 9673, 2 Mag Keys Made, 15t ID# 13
100 : Make New key DOFPERA, PS5

Key: GUEST KEYS /2220, 1 Mag Keys Made, 1t ID# 9
100 : Make Mew Key DOFPERA, PS5

Key: GUEST KEYS /1011, 1 Mag Keys Made, 1st IDE 16
100 : Make Mew Key OPERA, PM=

key: GUEST KEYS /9710, 2 Mag keys Made, 1st 1D# 2
100 : Make MNew Key OPERA, PMS

key: GUEST KEYS £ 9633, 2 Mag keys Made, 15t IDF 11
100 : Make Mew Key DOPERA, PSS

Key: GUEST KEYS /2133, 1 Mag Keys Made, 1st 1D 20
100 : Make MNew Key DOPERA, PSS

key: GUEST KEYS £ 2133, 1 Mag keys Made, 1st IDE 21
100 : Make New Key OPERA, PM=

Key: GUEST KEYS /2133, 1 Mag Keys Made, 15t IDE 22

report, click the View button j12/10/2000 =] [11:53Pu | [ e ]
X Cancel |
Call: Reports —> | [~
Sichive path
|
Below 1s a sample report:
382008 317 P
TRANSACTIONHISTORY REPORT Frorm O4/25/2007 12:01 AM to 0452572007 11:59 P
Filtered By: ey Group, Transaction Page 1 of 9
Tranzaction and Fgst  Result &
Key, Lock, User or Group Affected By Llser Yia Last Cods Tx Occured
100 . Make Mew Key DOFERA, PWS FM3 Cmp 12058 04725/2007 02:49 A

PM=  Cmp 1205 04252007 0630 AR

PM=  Cmp 1205 04252007 0349 AR
PMS Cmp o 200 0a/26/2007 0902 Ahkd
PMS  Cmp 200 04/25/2007 03:03 Ahkd
PM= Cmp 200 042572007 03:09 Al
PM= Cmo 1205 042572007 03:09 Al

PMZ  Cmp 1205 0452572007 09:10 A




Lock Troubleshooting & Maintenance

1. Lock Light Indicators

GREEN LIGHT
- Indicates a correct keycard was used and will allow entry.
YELLOW LIGHT

1. Flashing Yellow (12 times)
- Indicates a correct keycard was used, but the dead bolt is thrown or privacy button / switch is set.

2. Fast Flashing Yellow (8 times)
- Indicates a correct keycard was used but is not allowed entry because of one of the following conditions:
A) The door 1s electronically double locked.
B) The keycard (guest) 1s inhibited.
C) The keycard (any level) is expired.
D) The keycard (master levels) 1s not being used during the proper shift or on the proper day of the weck.

3. Two Yellow Flashes
- Indicates an incorrect keycard was used and will not allow entry.
- Indicates key may be out of sequence. Use resequence key.

4. One Yellow before Green or Yellow
- Indicates a master keycard is going to expire within 7 days.

RED LIGHT

1. Alternately Flashing Red Light when a keycard is used.
- Indicates the batteries in the lock are low. Change batteries immediately.

2. Simultaneously Flashing Red Light when a keycard is used.
- Indicates the clock in the lock needs to be reset.

3. Red Flash (1 or 2 times, delayed)
- When a keycard is inserted and removed:
Indicates a keycard was used improperly (upside down, backwards, or not removed) or that the keycard does
not have a code on the magnetic strip.
- When no keycard is being inserted and removed:
Indicates the key switch is stuck.
4. Red Flash (8 times, slow) when a master keycard is used.
- Indicates master key card was hassled, use key again to gain entry. After red light stops flashing, insert
keycard again to gain entry. The lights will flash as indicated in items 1 and 2.

YELLOW AND RED SIMULTANEOUS LIGHTS

Yellow and red simultaneous flashes (2 times)
- Indicates a keycard was properly inserted and removed but the lock was unable to read the lock code on the
magnetic strip (1.e. card was demagnetized, magnetic strip is damaged, etc.).

NO LIGHTS

Indicates:

- Invalid key shutdown is in effect. Use a valid keycard in the lock to remove shutdown.
- Key switch is broken; the card reader must be replaced.

- Lock batteries are dead. Use ELPS to open door and replace batteries.



2. Special Function Kevceard Light Indicators

RESEQUENCE KEYCARD

- Flashing Green and Yellow (6 times)
Indicates the resequence key worked properly.
- Flashing Yellow (6 times)
Indicates that the lock was not out of sequence.

NOTE: If the red light flashes one time before either one of the light sequences above, a new keycard must be
made.

INHIBIT KEYCARD

- One red flash followed by flashing yellow (12 times)

Indicates the lock was successfully inhibited. The current guest level (room, connector and failsafe) lock codes
in the memory of the circuit board will no longer be allowed entry.
- Flashing yellow (12 times)

Indicates the lock has already been inhibited.

ELECTRONIC LOCK OUT KEYCARD

- Setting
One red flash followed by flashing yellow (12 times)
- Removing
One green flash followed by flashing yellow (12 times)

PRIMARY OR SECONDARY PROGRAM KEYCARD

Slow flashing yellow for 20 seconds

E2 ERASE KEYCARD

Yellow and Green Flashes (2 times)
Note: The PPK key must be used first.



Saflok Troubleshooting Guide

Problem Possible Cause(s) Likely Solution
1. Lock will not open for guest key: | - Key is for a different room. - Use LED diagnostics on
Two yellow lights. - Newer key used in lock, key is an old | handheld.

key.

- Make a new key.

2. Lock will not open for guest key:
Eight yellow lights.

- Key expired.
- Lock is inhibited.

- Electronic Lockout key has been used.

- Use LED diagnostics/make
new key.

- Correct improper use of
inhibit key, make a new key.
- Use ELO key again to
remove electronic lockout.

3. Lock will not open for guest key:
Twelve yellow lights.

- Door is dead bolted, or privacy
switch/button is turned on.

- Use emergency key to open
door. Deadbolt/privacy will
automatically be removed.

4. Lock will not open for master key:
Red lights, and then:
Green and red flash simultaneously
OR
Green and red flash alternately

Lock is in hassle mode;
- Lock’s clock needs updating.
- Battery in lock is low.

- Update lock’s clock.
- Change battery in lock.

5. Lock will not open for any key:
No lights.

- Lock’s battery 1s dead OR
- Card reader failure OR
- Circuit board failure.

- Use ELPS probe to open,
replace battery

- Drill lock. Replace front
assembly.

- Drill lock. Replace entire
lock.

6. Lock will not open for any key:

Red and Yellow lights flash together.

- Poor mag stripe read
- Card partially erased (demagnetized).
- Card reader / circuit board failure.

- Try key again

- Use smart or memory key
to temporarily gain access

- Remake key

- Change card reader and/or
circuit board

7. Lock will not open for any key:
Two red flashes after attempt.

- Poor mag stripe read (upside down,
backwards)

- Poor connection between card reader
and circuit board.

- No data encoded on key.

- Try key again

- Use smart or memory key
to temporarily gain access
- Reseat ribbon connector
between card reader and
circuit board

- Remake key, try again

8. Lock will not open for any key:
One Green, one Y ellow, one Red

- Lock 1s in Fatal Test Mode. Circuit
board has failed.

- Drill lock. Replace entire
lock. Return drilled lock

flash, then all three lights flash using RM A procedure.
together.
9. Lock will not open for any key: - Mode three failure recognized by - Use PPK key followed by

Green and Yellow lights flash,
then all three lights flash
simultaneously.

circuit board. A memory storage
problem has occurred.

valid master key. Replace
lock or lock’s circuit board.
Return lock using RMA

procedure.

10. Lock will not program or
interrogate.

- Lock not functioning.
- Probe not functioning,

- Try to interrogate or

program another lock.
- Try a different LPI probe.




CLEANING & PREVENTIVE MAINTENANCE

CLEAN LOCKS*
The locks should be cleaned twice a year. If locks are exposed to exterior weather conditions or property 1s
located on the ocean, the locks should be cleaned three times a year. Note: Only applies to magnetic card
locks. RFID locks and encoders do not require any cleaning.

RESET LOCK CLOCKS

We recommend that you update the locks’ clocks once a year. After one year since the last clock update, the
locks will begin displaying simultaneous Red and Green lights. Note: Properties with Messenger LENS do
not need to manually update their lock clocks. This is done automatically over the air.

CLEAN ENCODERS*

The encoders should be cleaned once a week or any time an encoder begins rejecting an excessive amount of
keycards. Note: Only applies to magnetic card locks. RFID locks and encoders do not require any
cleaning.

*NOTE: The locks and encoders should only be cleaned with the cleaning fluid and keycards provided by
SAFLOK.



